HudopmanuoHHbie MaTepHAJIbI
0 NPOQHIAKTHKE NPecTyNJieHHH, COBEPIIEHHbIX ¢ HCIOIb30BaAHHEM
HH(OPMALHOHHO-TEICEKOMMYHHKAIHOHHBIX TEXHOJIOTHH

K naubonee pacnpoCTpaHEHHBIM BHIaM JMCTAHIHMOHHBIX MOIIEHHHYECTB,
coBepiieHHBIX Ha Teppuropuu T. Canxr-IlerepGypra u Jlenunrpanckodt obnacty,
OTHOCSTCS:

- «pUUIMHr» — BHJA JAUCTAHIMOHHOIO MOILIEHHHWYECTBA, IPH COBEPIICHHH
KOTOPOTO 3JIOYMBIIUICHHHKH (B XOJ€ TeNe(OHHOIO pasroBopa, IIOCPEACTBOM
HAlpaBlIeHUs] DJIEKTPOHHOTO IUCbMA MM CMC-COOOLIGHHMS) IOMY4aroT JIMYHBIE
KOH(HIEeHIHAIbHBIE JaHHbIe 0 OAaHKOBCKOH KapTe, HOMEpe cYera, JIOTUHBI U I1apOoJiH
IS BXOZa B HMHTEpHET-0AHK, a TaKkkKe Iaposd Oe30MacHOCTH, II03BOJIAIOIINE
NPOM3BECTH CIIKCAaHHE HAXOIAIMXCs Ha OAaHKOBCKOM KapTe HIEHEXHBIX CPeJICTB.
JXeprBamu yKa3aHHOTO BHA MOIICHHHYECTBA 3a4acTyIO CTAHOBSITCS HE3alUIIECHHbIE,
MasooOpa3oBaHEbIe, IOBEpYHMBBEIE CIOM HaceleHus. lIpencTaBissice 3adacTyro
COTPYAHHUKAMH KpPEOUTHBIX OpraHu3alui, IPeCTyIHUKH BBOIAT B 3a0iyxkIeHHE
rpakaH OTHOCHTEJIFHO COBEpIIaeMbIX HECAaHKLMOHUPOBAHHBIX CITMCAHUH JIGHEKHBIX
CPeACTB, OCYILSCTBISEMBIX IIOKyNKaX M T.I., IIOCIE 4Yero IpoCAT Ha3BaTh
KOH(UICHIMAIBHEIE CBEJEHUS C LENbI0 IIPEeCeUYeHUs BO3MOXKHOI'O COBEpLICHUS
npecTyIuleHHs. |'paxxaaHe, JoBepsisi NONy4YeHHOW MHQOpMaI|H, Kejasi 00e301acuTh
CBOM JICHEXHBIE CpEACTBA OT IPECTYNHBIX [OCATATEeNBCTB,  COOOIIAIOT
3alpalvBaeMyl0 UHGOpPMaIUIO, B PE3yJbTaTe YEro 3JIOYMBIIUIEHHUKH ITOXHUINAXOT
NPUHAIISKAIUE UM JICHEe)XKHBIE CPECTBA.

- «bapMuUHI» - IPOLEAypa CKPHITOrO HaNpaBlIeHUs Ha JIoxHbIN IP-agpec, To ecth
HallpaBJIeHHE IOJIb30BaTeNs] Ha (UKTUBHBIN BeO-cailT, yalle BCEro MCIONIB3yeMBIN
Ui IpuoOpeTeHuss TOBapoB U yciyr (ozon.ru, avito.ru, aliexpress.ru, joom, biglion,
KyIIMHATOp, Kaccup.py, Owmierep, caliTel 1O mporaxe OWIETOB Ha X/I U
aBHATPaHCIIOPT U Jp.);

- «JIBOMHas TpaH3aKLUs» (IIPHU OIUIaTe TOBApPOB U YCIYr IpojaBsel coobuaeTr 0o
omuOKe, MpeaIaraeT IOBTOPUTH OIEpaluio, a B JaJbHeWIIeM JeHeXKHbIe CPeicTBa
CIIMCBIBAOTCS JIBAXKIBI IO Ka)KJIOW U3 IPOBEIEHHBIX OIeparnii)

- «TpamnmuEr (MaHUIYJIALNUU C KapTpuaepoM O0aHKOMATOB, ITO3BOJISIOLIHE JTHOO
HE BO3BpallaTh KapTy BIajenblly, JuUOO CIUCBEIBaTH BCE MJaHHBIE KapThl IS
JaJbHEHIIEro X UCTIOIb30BAHHUSA).

I. OcHoBHBIE cXeMbl TeJIe()OHHOr0 MOIIEHHHYECTBA:
1. O6maH no tenedony.
3BOHOK COTpyAHHWKa OaHKa - KOIJla HEW3BECTHBIH IIpe/CTaBIIsAeTCs
COTPYZIHHKOM CITy>kOBI Oe3omacHocTy kakoro-mubo 6anka u coobiaer, uro ¢ Bamrero




GaHKOBCKOTO CueTa MPOUCXOIST OIEPALH [0 HECAaHKIMOHWPOBAHHOMY CIMCAHHIO
JICHE)KHBIX CPEACTB, M B IeNAX Oe30MacHOCTH cCYeTa MpenJiaraeT IepeBeCTH
cOepexxeHHs] Ha «pe3epBHBIM» MM «Oe30macHsIf» CYeT. PacrpocTpaHeHBl ciydae
cooburenus nadpopmauuu 06 opopmieHnu Ha Bac kpenura 1 HeOOXOAUMOCTH NIPOHTH
B IPUJIOKEHUM OHJIalH-BaHKa 1Mo OmpenenéHHON CCBUIKE Ui €ro aHHYJIHPOBAHHS
(BBITIOTHUTH HHBIE HHCTPYKIIHH).

3BOHOK COTPYJIHMKA IPABOOXPAHUTENILHEIX OPTAHOB - KOI'7{a HEM3BECTHBIH

IPEJICTaBIIsSIeTCs] COTPYAHUKOM TIOJMIIMH, ClefoBaTelleM M T.JA. U COooOIIaer, 4To
IIPOBOJIUTCS CIIELONepanisl 0 IOMMKE MOIIEHHHKOB M JUISL 3TOro HeoOXOauMo
TIepeBECTH IEHBIM HA «CHELUaNbHBIN» cueT. IIpu aToM TpeGyeT He 3BOHHUTH B OaHK,
TaK Kak COTpYAHUKH OaHKa 3a0/IHO C MOIIEHHUKAMH.

Bam poacTBeHHMK, aub0 Onu3kuii yenoBeK Ionajl B Oexy (Hampumep,

MaIlMHOM CcOMI yenoBeka WIM OOBHHSETCA B COBEPLICHHH IIPECTYIUIEHHUS), U
3afiep)kaH  COTPYAHUKaMH IIONUIMH, W HEW3BeCTHBIA coolmaer, 4YTo UId
ocBOOOXIeHUsT HEOOXOAUMO TIEPEeBECTH Ha CYeT JEHEe)KHbIE CpeacTBa Jub0 It
IPUMUPEHUsT C IIOCTPaJaBLUIMM JIMOO B KayecTBe B3ATKU COTPYAHHUKAM IOJIHULMH.
B03MOXXHBI BapHaHTHI, IIPH KOTOPHIX B PasroBOpE MOXKET NPHHATH y4acTHe SKOOBI
COTpPY/IHHK ITOJIMLIMAU, KOTOPBIH OyeT NOATBEPKAaTh CKa3aHHOE.

BAXHO: DOto 3BOHAT MOUIEHHHKH (HECMOTpS Ha TO, 4TO
ONpeJeNUBIIMiCS Ha TeneoHe HOMEpP MOXKET COOTBETCTBOBATE HOMepy TenedoHa
GaHKa WX PaBOOXPAHUTELHBIX OPraHoB, 3a4acTyio — MOCKOBCKOro peruona (499,
495... u T.0.), TaK KaK MpH ITOMOINU CIEIHAIBHBIX YCTPOUCTB MOIIEHHUKH MEHSIOT
HOMepa Ha abCOMIOTHO 000 HOMEp — TaKk Ha3blBaeMble IIOAMEHHBIE HOMEpa),
COTPY/IHUKM OaHKOB HHUKOT/IA HE 3BOHAT CBOMM KJIMEHTaM, M TeM Oosee, HUKOTJa He
TpeOyIOT epeBOJUTH C IMYHOTO cueTa JeHbI'n. [IpecTaBuTeny paBoOXpaHUTEIbHBIX
OpraHOB MOT'YT 3BOHHUTH TOJIBKO IS BBI30Ba B ITOMEIIEHHS! IPaBOOXPAHUTEIBHBIX
OpPraHOB C IENBI0 IOJIy4eHHs OOBSICHEHMH, UCTpeOOBaHUSA [JOKYMEHTOB IIO
HaXOSIMUMCS B IPOU3EBOACTBE YTOJIOBHBIM JIeJlaM U MaTepHaslaM IIPOBEPOK.

[Ipy MOCTYIIEHMM TakKoro 3BOHKa HEOOXOAMMO IIpepBaTh pasroBOp U
Tepe3BOHUTH TOMY, O KOM HJIET pedb, TU00 B yKa3aHHbINA rOCyAapCTBEHHBIM OpraH Uik
KPEIUTHYIO OPraHU3aIIUIO JUIS TIePerpoBepKU UH(POPMALIHH.

2. O6man npu nokynke (Mpojaazke) TOBapa HA HHTEPHET CaHTaXx.

IIpenomiaTa 3a HECYIIECTBYIOILMM TOBap - IIoJaeTcss OOBSABICHHE Ha

BOCTpeOOBaHHBIM TOBAap C [PUBIEKATENBHOM I€HOM (HEXKE PpBIHOYHOM) C
NpUJIOKEHHeM HeHacTosumx (ororpaduit. B xone obimeHus «ripogaBery yKIOHIETCS
OT BCTPEUM BBHJY O>KMTEHMCKMX NpUUMH (HET BpEMEHM, 3aHATOCTh Ha paboTe,



yIaJIEHHOCTh PACIIONIOXKEHNS) M IIPEIaraeT OIUIATHTh TOBap Ge3HaTMIHbIM ILIaTeKOM
C rapaHTHPOBAHHON MOCIEeIyIOmeH JOCTaBKON Yepe3 Kyphepa, HO II0C/e MOTydIeHHs
JIEHET, IPO/IaBell- MOLICHHUK I1EPECTaeT BEIXOJUTh Ha CBS3b.

Omrara MyJshka IO IOYTe HAIOXKEHHBIM IUIATEKOM - 3JI0YMBIIUIEHHUK

IBITAIOTCS BHAYeUIe 3arloJly4dTh IPEeOIUIaTy Ha JOBEPHE, €CIH He IMOJIy4YaeTcs, TO
NpeUIaraloT MOJyYHTh 3aKa3 Ha I104YTe, a IIOTOM paclylaTUThCA. 1o eCTh Ha IoyTe
mepex Bhlnadell 3aka3a BO3BMYT JIEHBIM B pa3Mepe €ro CTOMMOCTH, a IIOKyNaTejb
BCKPEIB YIIAaKOBKY, BUJIUT ITOAJEIKY MM MYJISDK.

[Toxymarens crpammBaeT HoMep KapTel U xon u3 CMC - mo Bamemy

00BSBICHHUIO O IIPOJaKe TOBapa B HHTepHETE BaM 1M03BOHMII ITOKYIIATENb ¥ ITOIPOCHII
COOOIIUTh PEKBU3UTHl OAHKOBCKOM KapThl (IPEABApUTEIBLHO BBLICHHB HOMEp
TesedoHa K KOTOPOMY IIPHBs3aHa KapTa) B CMC-KOJI, YTOOBI IIEPEBECTH JIEHBIH, KOOI
9TO HYXHO s OaHKOBCKOro mnepesoza. Ha camom Jene 3TO MOIICHHHK, KOTOPBIH
IBITAETCS BOMTH B JIMYHBIA KaOWHET OHNIaMH-0aHKa M CIIECaTh BCE JEHBIU ¢ Bamero
cuera.

BAXHO: OnnayuBaiiTe TOBap TOJIBKO IIOCJIE €r0 MOJIYYEHHUs U IIPOBEPKU
¥ He OTNpaBiaiiTe NeHbIM B KadecTse 3aiora (3amarka). i mepeBoia JEHEXHBIX
CPEeACTB JOCTAaTOYHO HOMepa TelehOoHa H Apyroi NONOMHHUTENBHON HH(OpMaLuu He
Tpebyercs.

3. TeseoHHbIE BHPYCHI.

Ouenp gacTo MCHONB3yeTcsl (popMa MOIIEHHWYECTBA C HCIOJIB30BAHUEM
teneOHHBIX BHpycoB. Ha Tenedor aboHeHTa NPUXOILUT COOOILEHHE ClIeIYIOINEero
Buna: «Bam nmpunuio MMS-coobmenue. [l noinydeBuss NpONRAUTE IO CCHUIKE...».
ITpu nepexoze 10 yka3aHHOMY aJpecy Ha Tele(OH CKa4yMBaeTCsi BUPYC U IPOUCXOIUT
CIIMCAHHUEe ACHEXHBIX CPECTB C BaIlero cYeTa.

Hpyroii BHA MOIIEHHHYECTBA BBINIAAUT Tax. IIpm 3akaze kakoi-mudo
yCIyrn d4epe3 KOOI MOOMJIBHOIO oOIeparopa WIM IpU CKAaYUBaHUU MOOHIIBHOIO
KOHTeHTa abOHEHTY IPHUXOAUT IpeAylpexaeHue Buaa: «Bbel cobupaerech OTIIPaBUThH
coo0IeHHe Ha KOPOTKUH HOMEp .., A IIOATBEPXKACHHUS OIepalli, OTIPaBbTE
coobmenue ¢ nudpoit 1, mis ormens! ¢ mudpoi 0». Ilpu oTnpaBke MOATBEPKACHHS,
co cyera abOHEHTa CIMCHIBAIOTCS JCHEXHBIE CpeicTBa. MOIIEHHUKH HCIIOIB3YIOT
CIELHAJIbHEIE IIPOTPaMMBl, KOTOpBIE IIO3BOJSAIOT aBTOMATHYECKH TI'e€HEepHpOBATH
THICSIYM TakuxX coobmenuit. Cpasy mocie repeBoja JeHer Ha (DalbIIUBBIH CYET OHH
CHHUMaIOTC ¢ TenedoHa.
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BAXHO: He cnenyer 3BOHUTE 110 HOMEPY, C KOTOPOro otnpasieH SMS —
BITOJIHE BO3MOYKHO, YTO B 3TOM ciiydae ¢ Bamrero tenedona OyaeT aBTOMaTHYECKH
CHSITA KPYyITHAs CyMMa U IEPEeXOUTh 10 COMHUTEIIBHBIM CCBLIKAM.

4. OmuOoYHBIH nepeBo] CPeaACTB.

AGoneHTty moctynaer SMS-coobiiieHre 0 MOCTYIUIEHHH CPEACTB Ha €ro
CUET, MepeBeIeHHBIX ¢ TIOMOIIBIO yeIyru « MobunsHeIH nepeoay. Cpasy nocie 3Toro
MIOCTYIAaeT 3BOHOK M MY)KYMHa (WJIM JKEHIIHHA) coobuiaer, 4To omubOYHO NepeBel
JICHBI'M Ha ero CYeT, IPU 3TOM IPOCHT BEpHYTh X 0OpaTHO TeM xe «MOOUIBHEIM
nIepeBosioM». B IeHCTBUTENBHOCTH JEHBIM HE IOCTYNAloT Ha TeledoH, a 4eloBeK
TIEPEBOJIUT CBOM COOCTBEHHBIE CPeACTBA. Eciiy O3BOHMTE I10 YKA3aHHOMY HOMEpY, OH
MokeT OBITH BHE 30HBI gocTyma. Kpome Toro, cymecTByXOT Takue HOMEpa, IpH
OCYIIECTBIIEHHH BBI30Ba HA KOTOpHIE C Tele()oHa CHUMAIOTCS BCE CPEJICTBA.

BAJXHO: Eciu Bac npocsat nepeBecTH sIKOObI OIIMO0YHO NEPEBENEHHYTO
CYMMy, HAIlOMHHUTE, YTO JJIS 3TOTO HCIoONb3yercs d4eK. (OTroBopka, 4YTO «4eK
IIOTEPSIH», CKOpee BCero, CBHETENLECTBYET O TOM, YTO ¢ Bamu obmaeTcss MOLIEHHUK.

MOUMEHHUYECTBA C BAHKOBCKHUMHW KAPTAMM

BaHkoBCcKass kapra — 9TO HHCTPYMEHT Ul COBEpLICHHMS IIIaTeXed H
JIOCTYIa K HAJMYHBIM CPEJICTBaM Ha cuéTe, He TpeOYIOIMM I STOr0 IPUCYTCTBHS B
banke. Ho mpocrora UCronp30BaHusl OaHKOBCKHX KapT OCTABJISET MHOXECTBO JIa3eeK
JUISL MOIIEHHUKOB,

[Tpu MpoBeIeHHH ONepaliii ¢ KapToit MoIb3yHTEeCh TONBKO TeMU OaHKOMaTaMHy,
KOTOpBIE paCIlONIOXKEeHbI B 0Oe30macHBIX MecTax M 000pyJOBaHBI CHCTEMOH
BHICOHAOTIONEHUS U OXPaHOM: B TOCYAapCTBEHHBIX YUPEXKIACHUAX, OaHKaX, KPYIHBIX
TOPrOBBIX LIEHTPAX U T.[I.

Cosepiiast Onepanyy ¢ IIacCTUKOBOM KapToH, cieauTte, 4ToObl psaoM He G110
nocroponHux moaei. Habupas IIMH-xon, mnpukpsiBaiiTe KIaBHATYypy pPYyKOM.
PexBusuThI 1 J1100as mpovas HHGOPMALUS O TOM, CKOJIBKO CPeJCTB BBl CHAM U Kakue
1 psl BBOAWIK B OaHKOMAT, MOTYT OBITH HCIIOIB30BaHbl MOIIEHHUKAMHU.

OG6pariaiiTe BHUMaHKE HA KapTOIPHEMHUK U KJaBuaTypy 6ankoMara. Ecnu oxu
000py/10BaHEl KAKAMU-TTHOO TOTIOJHUTEIFHEIMI YCTPOMCTBAMH, TO OT HCIIOJIB30BAHUSA
JlaHHOrO GaHKOMAaTa JIyullle BO3AEPXKAaThCS U COOOLIMTH O CBOMX IIOJO3PEHHSAX IO
yKa3aHHOMY Ha HeM Tele(oHy.

B cinydyae HeEKOppeKTHOH paboThl OaHkOMara — €CIH OH JOJIroe Bpemsd
HaXOJUTCS B pEKHAME OXHIAHUS WIH CaMOIPOH3BOJIBHO Iepe3arpyxaercsd —



OTK@)XUTECh OT €ro HCIoJb30oBaHus. Bemnuka BEpPOATHOCTE TOTO, HYTO OH
nepenporpaMMHupoOBaH 3JI0YMBIIJICHHUKaMHU.

Kak o0e3onacurh cedsi OT MOIIEHHHUKOB:

1. ITposepsiiTe HHPOPMALIUIO, TOTYYEHHYIO B XO/I€ TeNe()OHHOI0 pasroBopa # MHTEPHET
MEPENACKH C HEU3BECTHBIMH (OHM MOTYT IPEJCTaBIATECS — COTPY/[HHKAMH
TIPaBOOXPaHHUTENBHBIX OPraHOB, IPEICTABUTENIIMH KPEJAUTHBIX OpraHU3aLlHii).

2. YCTaHOBHTH Ha TeneoH (KOMIBIOTEp) COBPEMESHHOE JIMLIEH3UPOBAaHHOE
AHTHBHPYCHOE [IPOrpaMMHOe O0ecTiedeHue.

3. He ycranaBnuBaiiTe U He coXpaHsiTe 6€3 npeaBapUTEIbHOM IIPOBEPKU aHTUBHUPY CHOM
nporpamMmoi (aiibl, IOJNyYeHHBIe W3 HEHAJeXKHBIX KCTOYHHMKOB: CKa4YaHHBIE C
HEU3BECTHBIX CAMTOB, IIPUCIIAHHEIE I10 DJIEKTPOHHOM mo4Te (110/I03pUTENbHEIE (aiiIb]
JydqIue cpasy yOaJsTh).

4. Wcnone3yiiTe Mapoiid He CBA3aHHbIE ¢ BaliuMu nepcoHalIbHBIMU JaHHBIMHU.

5. Hu npu kakux o0CTOsATEIBCTBAX He cO00LaliTe peKBU3UTEI CBOMX OAHKOBCKHX CUETOB
(xapT), MapoJId U APYTyIO MEPCOHAIBHYIO HHPOPMALIHIO.

6. ITocTaBbTe TMMHUT Ha CyMMY CIIMCAHUH WJIH IlepeBojia B IMUHOM KabuHeTe OaHKa.

7. Tlo BceM BO3HMKAIOIIUM BOIIpocaM oOpainaThes B OaHK, BBIAABIIUHN KapTy.

8. He BBINOJHATH HUKAKUX CPOYHBIX 3alpPOCOB K JEHCTBHUIO, B TOM YHUCIIE 110 YCTaHOBKE
Kakux OBl TO HA OBUIO NPUJIOXKEHUH.

9. He nepexoauTs HU IO KAKMM CCBUIKaM, KOTOPBIE IPUXOLST Ha e-mail unu no SMS.

10.06pamare Ha Bce cooOueHus oT OaHka (HampUMep, €CId OHH COJAepXKaT
rpaMMaTH4YecKue OITHOKH).

11.He nepe3BaHUBaTh 110 HOMepaM KOTOpbIe NPUXOAIT Ha e-mail wiu mo SMS.

12.ITepenpoBepsiiiTe MOMIMHHOCTE UHTEPHET-CAUTOB, HA KOTOPBIX OCYILECTBIsETe 3aKa3
TOBapa.

Bynsre 6putennHbl!






